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The “all-to-typical approach”

• “Wow, that 
looks 
dangerous”

• “I should install 
a guard or light 
curtain to keep 
people safe”

• “Looks good, 
let’s roll! “



Machine Safety 
Standards 
Approach

ISO, IEC, ANSI, 
NFPA, RIA, etc.

Decades of
revisions and
updates

…about 2000 
pages of standards
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Reasons for a Team/Task-Based
Risk Assessment :

• Considers all interaction/collaboration 
with the machine

• Nearly 70% of safety incidents occur outside 
normal production/operations

• Selection of the most optimal mitigation to 
avoid:

• Mitigation that is insufficient or overdone
• False sense of “safety”
• Productivity suffers
• Safeguards bypassed
• Investment is undermined

Documented proof of “due diligence” towards the general duty clause



When is a Risk Assessment Required?
ANSI B11.0 – 2020  Safety of Machinery

Reconcile 
with the 
general 
duty 
clause…?



Risk Assessment 
Process

• IMS default process is ANSI B11.0-2020

• IMS will facilitate a team/task/hazard-
based risk assessments by a cross-
functional team of the customer

• operators, engineering, maintenance 
staff, cleaners ,production supervisors 
and EH&S



Risk Assessment 
Process ANSI B11.0 2020

1) Prepare for and set limits of the 
assessment

2) Identify tasks and hazards 

3) Assess initial/existing risk 

4) Reduce risk 

5) Assess residual risk

6) Residual Risk Acceptable?

7) Validate solutions

8) Document the process



Risk Assessment 
Process

• The information for risk assessment should 
include;

• machine life cycle phase(s) in scope
• production rates, cycle times, speed, forces, material to be 

used
• identify all persons involved throughout the machine’s life
• anticipated preventative maintenance tasks, times and 

intervals
• environmental limits (temperature, humidity, moisture, noise, 

location, lighting day & night)
• other machines or equipment integrated with the machine
• energy sources, auxiliary/remote command/control or 

automation and LOTO procedures
• tooling wear, maintenance of mechanical, electrical, fluid 

devices
• space required for installation, maintenance, and operation



Machine characteristics
ex. - Stopping distance



Team-Based Risk Assessment
All affected people, all task and all steps of 
those task

• Directly collaborating
• operators

• maintenance

• electricians

• mechanics

• technicians

• installers

• uninstallers 

• Indirectly collaborating
• engineers

• managers

• supervisors

• EHS

• By-standers or potential 
collaborators/helpers

• passers-by

• HR

• consultants

• fork trucks/drivers

• sales personnel

• administrative

• temporary employees

• material handling

• visitors

• Consider the level of 
training/experience

• Operators

• Helpers

• Maintenance

• Trainees



Reasonably Foreseeable Scenarios
 Power failure

 Falling/ejected objects or fluids

 Structural stress/overload

 Inadequate location of controls/display

 Control/software failure

 Human error

 Unexpected influence on machine (ex. wind)

 Mismatch of human characteristic

 Breach of hazardous container/conduit

 Lack/neglected PPE

 Unexpected starts

 Over/under speed

 Inadequate lighting

Identify Hazards ex. ANSI B11.0, 
B11.18, RIA TR R15.306

 Mechanical

 Electrical

 Thermal

 Noise

 Vibration

 Radiation

 Inhalation

 Biological

 Viral or bacterial

 Ergonomic

 Visual

Hazard Types



Machine Life Cycle

• packing and transportation;

• unloading / unpacking;

• machine / system installation;

• start-up / commissioning;

• operation (all modes);

• planned maintenance;

• unplanned maintenance;

• major repair;

• recovery from control failure;

• recovery from process failure;

• troubleshooting;

• housekeeping;

• decommissioning;

• disposal;

Identify Hazards - During normal and 
foreseeable malfunctions or abnormal operations

Operation (all modes):

- coil / plate handling;

- threading and re-threading;

- handling and servicing tooling;

- equipment cleaning;

- quality control checks;

- scrap handling;

- monitoring / controlling machine operation;
- handling finished product;

For each of the above tasks, there may be

numerous hazards. 

• Scrap handling:

- sharp edges

- strip / scrap motion

- in-running nip or pinch points

- noise

- tripping

- falling into open pit
- uncontrolled scrap motion

Person.task.step.hazard



Risk Estimation/Score in three 
states

Person.Task.Steps.Hazards

Initial/No Risk Reduction Existing Measures Future Measures/Residual 



Risk Estimation (score, rate, etc.)

Hazard People Risk

Risk is the combination of the;
• Severity of harm         Probability of occurrence

• Probability is frequency of exposure avoid-ability

A clear and consistent means to determine a risk level

=



RIA 15.06 Risk Estimating System
RIA TR R15.306-2016

• 3 factors of the rating
• Severity of Injury

• Exposure to Hazard 
• E0 only after mitigation

• Avoidance of Hazard

• 5 risk ratings or levels

*

*

*

*



Risk estimation/rating determines the 
recommended primary risk reduction measure

RIA TR R15.306-2016

ANSI B11.0 2020



Risk Evaluation:
Is the risk acceptable
or unacceptable?

• Any level of risk can be acceptable or 
unacceptable for a given task/step

• You decide

• Document the decision and rationale

• Corporate guidance/policy

• Continue adding layers of risk reduction



Risk Reduction Measures

Person.Task.Steps.Hazards

Initial/No Risk Reduction Existing Measures Future Measures/Residual 



Lockout/Tagout

Machine Guarding

Minor Servicing
Exception

E-stop

Redesign 
the machine 
or change the 
process 

Signs, lights, 
horns, training

Boss, keys

Safety glasses,
hardhat, tools



IMS Risk Assessment Documentation
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Safety Functional Requirement 
Specification - SFRS



Functional Safety – Safety Rated Part 
of the Control System (SRP/CS)

• Functional Safety of machinery are those parts of the machine control system 
that are specifically used to reduce risk, particularly with regard to human safety

• An example of Functional Safety is a simple interlock circuit.

• The Safety Function could be described as follows:
• The Safety Gate is opened, causing the gate monitoring sensor to turn off (input).  The 

Monitoring Safety Relay (logic) detects this change of state and de-energizes the contactors 
(output), thus stopping the associated motor and hazardous motion.

SRP/CS

Input Logic Output
Access Gate (Movable Guard)



• Functional Safety of machinery are those parts of the machine control system 
that are specifically used to reduce risk, particularly with regard to human safety

• An example of Functional Safety is a simple interlock circuit.

• The Safety Function could be described as follows:
• The Safety Gate is opened, causing the gate monitoring sensor to turn off (input).  The 

Monitoring Safety Relay (logic) detects this change of state and de-energizes the contactors 
(output), thus stopping the associated motor and hazardous motion.

Fluid Power!

Functional Safety – Safety Rated Part 
of the Control System (SRP/CS)

SRP/CS

Input Logic Output
Hydraulic Actuator

Access Gate (Movable Guard)



Safety Functional Requirement 

Specification - SFRS

Example of the details on a 
controls solution

• Triggering event

• Functional sequence

• Safe state

• Control of hazardous energy

• Reaction (function and time)

• Diagnostics

• Circuit performance

• Reset

• Standards compliance

• BOM outline



Performance Level (PL a-e) of Control Circuits 
(electrical/electronic, pneumatic, hydraulic)

• ISO 13849-1 safety design

• Choose the most suitable combination of:

• Structure (Category), Diagnostic Coverage (DC), 
and Reliability (MTTFd)

RIA TR R15.306-2016



Calculated Probability

PL SIL

PFHd – Average
Probability of a 

Dangerous Failure 
per Hour

PFHd – Average
Probability of a 

Dangerous Failure 
per Hour

Dangerous failures in a 20 
year mission time (as high as)

Control 
Reliable

A na
1 in 10,000 to 

100,000
>10-5 to <10-4 17.52

B 1
1 in 100,000 to                
3 in 1,000,000

>3 x 10-6 to <10-5 1.752

C 1
3 in 1,000,000 to             

1 in 1,000,000
>10-6 to <3 x 10-6 0.5256

D 2
1 in 1,000,000 to 

10,000,000
>10-7 to <10-6 0.1752 √

E 3
1 in 10,000,000 to 

100,000,000
>10-8 to <10-7 0.01752 √



Control Reliable

• OSHA 1910.211 – Sub part O - Machinery and Machine Guarding
• A control system must be constructed in such a way that:

 a fault that occurs inside the system does not prevent the normal stop process from being activated

 another machine cycle cannot be executed before the fault has been removed

 the fault can be revealed by a simple test, or displayed by the control system

• ANSI B11.19-2019  Subpart 3.15 defines Control Reliability as follows:
• The capability of the [machine] control system, the engineering controls – devices, other control components, and 

related interfacing to achieve a safe state in the event of a failure within the safety-related parts of the control system. 

• ISO 13849-1 PLd, Category 3 comes relatively close to the OSHA/ANSI requirements:
• A single fault in each of these parts does not cause the loss of the safety function

• If a single fault occurs, the safety function is always maintained

• Single faults are detected whenever this is reasonably possibly

• Some but not all faults are detected.*

• An accumulation of undetected faults can lead to loss of the safety function.*
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Lockout/Tagout

Machine Guarding

Minor Servicing
Exception

E-stop

Redesign 
the machine 
or change the 
process 

Signs, lights, 
horns, training

Boss, keys

Safety glasses,
hardhat, tools



Machine Safety Control Systems
Designed to Global Consensus Standards

Electrical/electronic Hydraulics/PneumaticsAutomation



PR = Project

SF = Safety Function

SB = Subsystem

CH = Channel

BL = Block

EL = Element

TE = Test Channel

(Category 2 Only)

CH = Channel

BL = Block

EL = Element

13849-1 Design & Verification 
(SISTEMA - Safety Integrity Software Tool for the Evaluation of Machine Applications)

Project – machine or zone being analyzed

Safety Function – function of the machine whose 
failure can result in an immediate increase of the 
risk(s)

Subsystem – largest unit of components which 
executes the safety function                 

Ex: Input, Logic, Output 

Channel – chains of components which execute the 
safety function.  Ex: Single or Dual 

Test channel – part of a subsystem that determines 
whether the functional channel is executed 
properly

Block – individual component of a channel 

Element – lowest hierarchical level, used to further 
subdivide a block

Channel 1

Channel 2 

Output

Contactor 1

Contactor 2

Input

Contacts

Contacts

Logic

Safety

Relay

SB

BL

EL



SISTEMA - Verification 
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Installation



• Output Devices

• Actuators

• Guards/barriers

• Complimentary Devices

• All stops

• Stop times/distances

Validation
Have we attained an acceptable level of risk per the 
Risk Assessment and SFRS?

• Items to be considered for validation include but not limited to:
• Normal Operation
• Abnormal Operation
• Reasonable/foreseeable defeats
• Installation & Wiring
• Safety Devices & Circuits

• Fail to safe
• Monitoring and fault detection
• Redundancy

• Controller & Network
• Software Program
• Access & Cybersecurity

• LOTO

• SOPs

• Training

• Manuals

• Warning labels

• Environment

• Ergonomics

• No new hazards

• Review interval



Customer

Logo

Area FCZ/charging table west
Risk 

Reduction 

Item
SF5 SFRS & RA ##.##.##.##

Validation 
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Pass/
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Changes/Modification Name/date

1

2

3

4

5

6

7

8
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19

Summary Description
Area scanner detects persons/equipment inside the hazard area and prevents the start of hazardous motion.  It will also stop 

motion, but will require additional risk reduction measures (A5,A6)

Machine Safety Validation   (Post Installation/Commissioning Functional Safety Test)

Customer - City, State/Province

Project Name - C22xxx

Validators : 

10.10.10.14-15, 10.10.10.17, 10.10.25.11-12, 10.10.25.14, 10.10.35.10-12, 

10.10.40.10, 40.10.10.11, 40.10.10.14-15, 40.10.10.17, 40.10.10.18-19, 

40.15.10.11, 40.15.10.13-14, 40.15.10.15-19

Disconnect the power cable from the area scanner and observe that the safety 

function goes to a safe state.  Reconnect the cable and once comms is 

reestablished, test the safety function.

Step Description

With system in normal/automatic production mode, enter the area scanner's 

warning zone, separately penetrating all three perimeter boarders and observe 

that the hazardous motion does not stop and the illuminated awareness lights 

turns from green to yellow.

With system in normal/automatic production mode, leave the warning zone and 

observe that the illumination awareness lights change from yellow to green.

With system in normal/automatic production mode, enter  the area scanner in 

the hazard/trip zone, by penetrating all three perimeter boarders and observe 

that the hazardous motion stops and the awareness lights turn red.  Check the 

system status to ensure the drives are in STO and the hydraulics are in block and 

bleed.

Attempt to stand between the area scanner’s hazard/trip zone and the edge of 

the charge table and observe that there is no place that does not trip the safety 

function.

By pressing and releasing the blue illuminated reset button on the ops. station, 

attempt to reset the triggered safety function with a person or object within the 

hazard zone and observe that it does not reset and the awareness lights remain 

red.

Observe that the safety function automatically resets from a triggered safety 

function when a person leaves the hazard/trip zone and enters the warning zone 

and observe that it resets and the warning light changes from red to yellow and 

no hazardous motion starts until a separate start command is given.

With the safety function tripped, leave both the hazard zone and warning zone 

and observe that the safety function resets automatically and the awareness 

lights flash green, but no hazardous motion starts.

After the safety function is reset, make sure the hazardous motion does start 

with a separate start commanded is given at the ops. station and the awareness 

warning light changes to steady green.

With a person inside of the hazard zone, try to restart operations with the start 

button – observe that is does not start.

Disconnect the EtherNet/IP cable from the area scanner and observe that the 

safety function goes to a safe state.  Reconnect the cable and once comms is 

reestablished, test normal operations and the safety function.

With system in normal/automatic production mode, deposit increasing amounts 

of dusk onto the optics cover of the area scanner and observe first that the 

indicator on the scanner turns yellow and indicates the cover is contaminated, 

but still operates normally.  With more dust on the cover observe that the 

scanner faults the safety function and the indicator on the scanner turns red and 

indicates a contaminated cover.

While the system is running, switch the controller out of Run

mode. All outputs de-energize. Return the key switch

back to Run mode. All outputs remain de-energized.

Disconnect the EtherNet/IP cable between the PLC and the drive and observe 

that the drive stops.  Reconnect the cable and once comms is reestablished, test 

normal operations and the safety function.   Note that the entire safety function 

will not go to a safe state as the hydraulic valves will not be affected.

While in normal operating mode and nothing is being detected by the area 

scanner, disconnect one of an individual outputs wires from the PLC to the safety 

valve and observe that the entire valve block transitions to block/bleed state.  

Disconnect one channel of each of the dual channel circuits (output and 

monitoring) between the PLC/IO and the safety hydraulic valves and observe that 

the system goes to a safe state (block and bleed).

While in normal operating mode and nothing is being detected by the area 

scanner, induce a short circuit across the two outputs wires from the PLC to the 

safety valve and observe that the entire valve block transitions to block/bleed 

state.  Observe that the system faulted and cannot be reset until short circuit has 

been removed.  Observe that once the short is removed that the system can be 

reset via the reset button.

While in normal operating mode and nothing is detected by the area scanner, 

disconnect a safety valve PLC input (feedback) wire and observe that the valve is 

not affected and the PLC does not be detected it and does not fault the system.  

Loss of an input while safe (block/bleed) will generate a fault which must be 

cleared before operation possible.

While in normal operating mode and something is detected by the area scanner, 

disconnect a safety valve PLC input (feedback) wire and observe that the valve, 

that is already in block and bleed state, remains in block and bleed state.  

Observe that the safety PLC does detected this and faults the system.  Observe 

that the system will not restart until the wire is replaced and the reset by the 

reset button.

While in normal operating mode and something is detected by the area scanner, 

induce a short circuit between the two channels of a safety valve PLC input 

(feedback) wire and observe that the valve, that is already in block and bleed 

state, remains in block and bleed state.  Observe that the safety PLC does 

detected this and faults the system.  Observe that the system will not restart 

until the short is removed and the reset button is pressed and released.

Validation Report

Validation Plan
Validation Check Lists
Changes/Modifications
Re-Validate
Report
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Summary Description
Area scanner detects persons/equipment inside the hazard area and prevents the start of hazardous motion.  It will also stop 

motion, but will require additional risk reduction measures (A5,A6)

Machine Safety Validation   (Post Installation/Commissioning Functional Safety Test)

Customer - City, State/Province

Project Name - C22xxx

Validators : 

10.10.10.14-15, 10.10.10.17, 10.10.25.11-12, 10.10.25.14, 10.10.35.10-12, 

10.10.40.10, 40.10.10.11, 40.10.10.14-15, 40.10.10.17, 40.10.10.18-19, 

40.15.10.11, 40.15.10.13-14, 40.15.10.15-19

Disconnect the power cable from the area scanner and observe that the safety 

function goes to a safe state.  Reconnect the cable and once comms is 

reestablished, test the safety function.

Step Description

With system in normal/automatic production mode, enter the area scanner's 

warning zone, separately penetrating all three perimeter boarders and observe 

that the hazardous motion does not stop and the illuminated awareness lights 

turns from green to yellow.

With system in normal/automatic production mode, leave the warning zone and 

observe that the illumination awareness lights change from yellow to green.

With system in normal/automatic production mode, enter  the area scanner in 

the hazard/trip zone, by penetrating all three perimeter boarders and observe 

that the hazardous motion stops and the awareness lights turn red.  Check the 

system status to ensure the drives are in STO and the hydraulics are in block and 

bleed.

Attempt to stand between the area scanner’s hazard/trip zone and the edge of 

the charge table and observe that there is no place that does not trip the safety 

function.

By pressing and releasing the blue illuminated reset button on the ops. station, 

attempt to reset the triggered safety function with a person or object within the 

hazard zone and observe that it does not reset and the awareness lights remain 

red.

Observe that the safety function automatically resets from a triggered safety 

function when a person leaves the hazard/trip zone and enters the warning zone 

and observe that it resets and the warning light changes from red to yellow and 

no hazardous motion starts until a separate start command is given.

With the safety function tripped, leave both the hazard zone and warning zone 

and observe that the safety function resets automatically and the awareness 

lights flash green, but no hazardous motion starts.

After the safety function is reset, make sure the hazardous motion does start 

with a separate start commanded is given at the ops. station and the awareness 

warning light changes to steady green.

With a person inside of the hazard zone, try to restart operations with the start 

button – observe that is does not start.

Disconnect the EtherNet/IP cable from the area scanner and observe that the 

safety function goes to a safe state.  Reconnect the cable and once comms is 

reestablished, test normal operations and the safety function.

With system in normal/automatic production mode, deposit increasing amounts 

of dusk onto the optics cover of the area scanner and observe first that the 

indicator on the scanner turns yellow and indicates the cover is contaminated, 

but still operates normally.  With more dust on the cover observe that the 

scanner faults the safety function and the indicator on the scanner turns red and 

indicates a contaminated cover.

While the system is running, switch the controller out of Run

mode. All outputs de-energize. Return the key switch

back to Run mode. All outputs remain de-energized.

Disconnect the EtherNet/IP cable between the PLC and the drive and observe 

that the drive stops.  Reconnect the cable and once comms is reestablished, test 

normal operations and the safety function.   Note that the entire safety function 

will not go to a safe state as the hydraulic valves will not be affected.

While in normal operating mode and nothing is being detected by the area 

scanner, disconnect one of an individual outputs wires from the PLC to the safety 

valve and observe that the entire valve block transitions to block/bleed state.  

Disconnect one channel of each of the dual channel circuits (output and 

monitoring) between the PLC/IO and the safety hydraulic valves and observe that 

the system goes to a safe state (block and bleed).

While in normal operating mode and nothing is being detected by the area 

scanner, induce a short circuit across the two outputs wires from the PLC to the 

safety valve and observe that the entire valve block transitions to block/bleed 

state.  Observe that the system faulted and cannot be reset until short circuit has 

been removed.  Observe that once the short is removed that the system can be 

reset via the reset button.

While in normal operating mode and nothing is detected by the area scanner, 

disconnect a safety valve PLC input (feedback) wire and observe that the valve is 

not affected and the PLC does not be detected it and does not fault the system.  

Loss of an input while safe (block/bleed) will generate a fault which must be 

cleared before operation possible.

While in normal operating mode and something is detected by the area scanner, 

disconnect a safety valve PLC input (feedback) wire and observe that the valve, 

that is already in block and bleed state, remains in block and bleed state.  

Observe that the safety PLC does detected this and faults the system.  Observe 

that the system will not restart until the wire is replaced and the reset by the 

reset button.

While in normal operating mode and something is detected by the area scanner, 

induce a short circuit between the two channels of a safety valve PLC input 

(feedback) wire and observe that the valve, that is already in block and bleed 

state, remains in block and bleed state.  Observe that the safety PLC does 

detected this and faults the system.  Observe that the system will not restart 

until the short is removed and the reset button is pressed and released.

Validation Report

Validation Plan
Validation Check Lists
Changes/Modifications
Re-Validate
Report
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Management of Change 
ANSI Z244.1-2016 Annex E

• Part of existing corp. policy

• Changes to the limits of the machine

• Changes to the process, materials

• Refinements of ops. from run-time

• Actual vs Engineered by assumption

• Manual or Automated tracking
• Industry 4.0?



Safety Testing Procedures and Frequency

• ANSI B11.0 - 2020, 7.2.1 - The user shall test the SRP/CS periodically to verify that it 
is functioning according to the manufacturer’s  specifications as determined by the risk 
assessment

• Primary risk level reduction by an engineered control

• Most important - SRP/CS that depends on “limit values”
• Time, speed, acceleration, incremental motion, direction, distance, force, kinetic or 

thermal energy, contact pressure with an individual
• Example – stop time calculation    Ds = [K x (Ts + Tc + Tr)] + Dpf + Z

More     Test Frequency              Less



CONTEXTUALIZATION
Quality, OEE, Safety

Running Time,
E-stops, Guard Status

Real-time Data

Information
ANALYTICS

Safety System use/abuse

Knowledge
OPTIMIZE

More safe & efficient process workflows 

Wisdom/Action

Safety in I4.0   Smarter, Safer Machines



IMS Machine Safety Workshop
For a Cross-Functional Audience

1. Safety and Productivity
 Societal & Industry Demands

 Safety RIO

 Aspects of Manufacturing Safety Maturity

2. Regulatory Compliance
 Laws and Regulations

 Machine Safety Standards

 Risk Assessments

3. Contemporary Risk Reduction
 Method Hierarchy

 The Latest Technologies and Techniques

 Compliance Machinery Safety

4. Risk Reduction with Engineered Controls
 Minor Servicing Exception

 Electric/Hydraulic/Pneumatic Safety Circuits 

 Design Verification

5. Installation and Validation
 Post Commissioning Management of Change

 Safety Management Systems

 Integrated Safety Solutions with Industry 4.0 (Digital Transformation)





Machine/Equipment Risk Audit

• Prioritize the plant/enterprise-wide effort

• Simple risk rating



ISO, IEC, 
ANSI, RIA, etc.
Functional 
Safety Life 
Cycle



Standards-Based 
Risk Assessment & 
Mitigation Process

Integrated Mill Systems

Machine Safety Process

Mark Eitzman
216-339-2583, meitzman@integratedmillsystems.com


